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A. TI'S On-Line Security System

The TI'S On-Line Security System provi des security by authorizing
staff at two distinct |levels: (1) Access to the on-line system and
its processing functions and (2) access to the specific popul ations
of data. These levels are described bel ow

1.

TI'S Access

Access to the TI'S On-line Mintenance Systemis linmted to

aut hori zed staff persons only. The determ nation of who should
be authorized is made by each institution, based on what is npst
appropriate for that institution.

Sign-on ldentifier (LOG N ID):

Each staff person who is authorized to update information using
the on-line systemis assigned a unique 1dentification code (ID),
which is used in the sign-on process to identify the staff person
to the conputer and to the TIS System The Login ID consists of
the institution's 3 to 5 character abbreviation plus the staff
person's 3 character initials.

Passwor d:

A password al so is assigned to each staff person with update
access, to be used in conmbination with the Login |ID when signing
on to the system The password does not show on the login screen
when it is typed, and, in this way, "protects" the Login ID from
bei ng used by anyone other than its owner.

It is critical to security that staff persons ensure that their
passwords are conpletely confidential. Passwords should not be
written down or shared with anyone, even other staff. Passwords
must be at least 5 characters in length. For additional
security, passwords shoul d be changed regul arly.

A tenporary password is assigned when a Login ID is added.
During the initial login, the user is required to change the
password.

TI'S Data Access

Once a staff person has been authorized to use the system access
to the TIS data may be authorized at one of the |evels described
bel ow. These authorizations may vary within each function. For
exanpl e, a person nay be authorized to view and update

equi val ency information but only be authorized to view course
information.

Level 1: View data only

Aut hori zed staff can view course and/or equival ency data for any
institution in TIS. Note: View access includes the option to
generate reports of the data.
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Level 2: View data for any |ocation, and update data for own
location (retrieval and mal ntenance access)
This level will allow authorized individuals to view course
and/ or equival ency data for any institution in TIS. It also wll

al l ow authorized individuals to update data within the authorized
function at their institution. Authorized individuals at this

| evel cannot update data for any other institution. Note: View
access includes the option to generate reports of the data.

Level 3: Vi ew and update data for any location (retrieval and
mai nt enance access)

Aut hori zed System Admi nistration TIS Staff can view and update
any data for any of the TIS institutions.

Mai nt ai ni ng Aut hori zati ons

It is critical to TIS security that access authorizations are
kept current and up-to-date, i.e., term nating staff persons are
removed from aut horization as soon as possible, changes in staff
duties that affect authorization are nodified as soon as

possi ble, etc.

Aut hori zati on Form

bl ock:

1st

The security authorization formis used to request additions or
del etions to system authorizations. |t also nay be used to
request that a password be reset when the password has been
forgotten. The institution conpletes the first block of the form
and sends it to the TIS coordinator at UW System Adm ni stration,
who reviews and approves the request by dating and signing in the
second bl ock and forwarding it to the O fice of Information
Services (O'S) for inplenmentation. The third block on the form
is for internal use by OS security staff. Once the

aut hori zation request is received by OS, the authorization is
updated and will be effective the followi ng day. The institution
w Il be notified when the authorization has been processed.

I nstructions for conpleting the authorization form
to be conpleted by institution.

- one formis provided (followi ng this page); please make a
copy each time you need to submt the form

- fill in the current date.
- fill in the effective date on the authorization.
- fill in the name of the staff person to be authorized. Also

i ncl ude the phone nunber and emni| address on requests for
security additions.

- check whether the authorization is to be added or deleted for
the staff person or if a password is to be reset.
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circle your Institution Abbreviation.
fill in the staff person's initials (3 characters).

sign and date the form The signature should be of the
Campus or District Liaison or Security Adm nistrator for TIS.

send the formto the TIS Project Coordinator at UWSA.

2nd bl ock: to be conpleted by TIS staff.

after reviewi ng the authorization request and determining its
approval, date and sign the form

send the formto the UNI X Coordi nator at the O fice of
I nformati on Services.

3rd block: to be conmpleted by the OS UNI X Coordi nat or.

performthe requested authorizations.
sign and date the form
notify the TIS Project Coordinator that the authorization is

conplete. The TIS Project Coordinator will notify the Canpus
Security Adm nistrator.
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TRANSFER | NFORMATI ON SYSTEM
LOGON SECURI TY AUTHORI ZATI ON

DATE:
TO Gai | Bergman
1646 Van Hise, 1220 Linden Drive
Madi son, W 53706
Pl ease nodify TIS security for the staff person listed below, effective __ /

Staff name:

Phone: ( )

Emai | Address:

Add TI'S access
Delete TIS access
Reset Password
Institution ID: (circle one)
EAU GY LAC MSN ML OSH PKS PLT RVF STO STP SUP WW EXT SA
BRB BRN FDL FOX MAN MNT MSF MIH RCK RLN SHB WAK WSH WAC
BTC CVTC FVTC GIC LTC MATC4A MATCO9 MSTC MPTC NATC NTC NWIC SWIC WCTC
WMC W TC WICSB
Staff initials:

Canpus/ Di strict Liaison signature:

Phone: ( )

DATE:

TO O'S Security Coordinator
780 Regent Street, Room 246

The above security authorization is approved.

Gai I Bergman
TI' S Project Coordinator

The above security authorization has been updated.

O'S UNI X Coor di nat or Dat e




